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Abstract

Quantum computers provide efficiency advantages over their classical counterparts, for various
computational problems. One such problem is “mining” cryptocurrencies. Mining is the process,
in Proof-of-Work (PoW) cryptocurrencies such as Bitcoin, by which individuals are rewarded
for solving computationally hard problems. It has been stated that quantum miners could have
a computational advantage over classical ones. In this work, we develop an explicit quantum
algorithm for performing proof-of-work.

Keywords: Quantum Computing, cryptocurrency, Bitcoin mining, cryptographic hash func-
tion, Grover’s algorithm
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Introduction

Quantum computing is a scientific and technological paradigm that seeks to take advantage of
the physical phenomena that manifest at scales where the laws of quantum mechanics describe
nature, in order to process information.

The concept was first attributed to the scientist and 1965 Nobel Prize winner, Richard
Feynman, who, in the year 1981, spoke at a conference on the subject “Simulating physics with
computers”. During his participation, he talked about the idea of simulating nature through
the use of quantum computers instead of the classical ones which, as it was known since then,
exhibit difficulties when simulating quantum systems. From that moment on, research in this field
has been growing, and the results that prevail bring us closer and closer to a new era in which
quantum computing permeates almost every aspect of life.

There are two main approaches to quantum computing. The gate-based model that operates
over circuits — the one this dissertation is based on—, and the analog approach based on the
adiabatic theorem, which states that if small changes occur slowly to a quantum state initial-
ized at the ground state of a system it is highly likely that the system will remain in a ground state.

Unlike traditional computational algorithms, quantum algorithms implement the use of
non-classical gates that operate on the fundamental quantum units of information denominated
qubits (quantum bits). By exploiting physical properties such as superposition and entanglement,
it has been proved that, for some problems, quantum algorithms can be significantly faster than
their classical analogs [T].

In 1994, Shor’s algorithm became one of the earliest examples of a quantum algorithm that
could represent real-world consequences by posing a threat to long-established RSA algorithm.

The RSA algorithm is an encryption technique that uses a public-key to encrypt messages and
a private-key to decrypt them. It is widely used to protect data and transfer information securely
because it relies on the difficulty of factoring a large integer. With a sufficiently large quantum
computer, Shor’s algorithm could break RSA more efficiently than with the classical method [2].

Another notable example of a quantum algorithm that has an advantage over its classical
equivalent is Grover’s algorithm. The algorithm was developed in 1996 and it represents the
solution to the unstructured search problem. Grover’s algorithm, known also as the quantum
search algorithm, provides a quadratic speed-up.

It is for the above reasons that the study and design of quantum algorithms has grown
significantly over the last few decades.

Since the realization that quantum computers will be able to solve problems for which no
efficient classical algorithm is known so far, there have been some concerns about the consequences

XV



XVI Introduction

of such a power of performance [3]. We can choose, however, to focus on the improvements that
quantum technology can provide over well-established classical algorithms. This is what we call a
“quantum advantage”.

The motivation for this work is aligned with this idea.

Quantum computing has serious potential for applications in diverse disciplines [4], [5]. One
particular area of interest is the potential for quantum advantage in the “mining” cryptocurrencies
such as Bitcoin [6]. Bitcoin is a cryptocurrency based on Blockchain technology, which emerged
in the year 2008, when Satoshi Nakamoto released a paper entitled “Bitcoin: A Peer-to-Peer
Electronic Cash System”.

Bitcoin mining is based on a consensus protocol that requires miners to solve a computationally
hard problem. Quantum computing may, in this sense, have a significant role to play in Bitcoin
mining, as the speed at which quantum computers could solve this problem could improve the
efficiency of the process.



Chapter 1

Blockchain Fundamentals

In this chapter, we will summarize the importance of Blockchain technology and describe the
basic concepts on which it is built. To do so, we will introduce Bitcoin, arguably the most popular
application of Blockchain technology.

In section 1.2, we will elaborate on the key concepts that make up the structure of a Blockchain.

And, in section 1.3, we will address the fundamentals of cryptographic hash functions, a
powerful tool of modern cryptography with an essential role in Blockchain’s information storage.

1.1. Blockchain & Bitcoin

Although used interchangeably, Blockchain is just one particular example of Distributed
Ledger Technology (DLT).

A DLT is a decentralized database managed by various members. This way, the informa-
tion it contains is shared between several participants, which makes it less prone to hacking attacks.

Centralized ledger Distributed ledger

Figure 1.1: Unlike a centralized ledger, a distributed ledger makes the information available to all
users.

In a DLT, any member of the network can contribute to the ledger by means of consensus
protocols that often involve the use of cryptography. Once the information is shared, it becomes
part of an immutable ledger that keeps a record of all the contributions made by the other
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participants.

Blockchain is a DLT that organizes information into a series of blocks, which are validated
by a network. Any participant of the network can enter a transaction to the ledger and all the
transactions that occur in a given time period are added to the same block, which is linked to the
previous one through the use of a cryptographic hash function. In section 1.3 we will explain in
more detail the workings of a cryptographic hash function.

Block 1 Block 2 Block 3

Hash: 9U0P4 Hash: 86HNS Hash: X563T
Previous hash: 00000 Previous hash: 9U0P4 Previous hash: 86HNS

Figure 1.2: Basic structure of Blockchain.

Blockchain technology has a wide range of applications [7]. However, the most prominent
has to do with the management of digital currencies. Indeed, Bitcoin emerged as a financial
application of Blockchain technology and, as such, became the first peer-to-peer payment network.

The creation of Bitcoin was primarily motivated by the double-spending problem.

The double-spending problem describes a characteristic that is inherent to digital money.
Unlike physical money, digital money can be in two places at once since a data file can be
duplicated and thus spent simultaneously in several transactions.

One solution to this problem is to relay on trusted third parties that can prevent fraudulent
activities. However, these financial institutions do not solve the problem completely and also gen-
erate costs. In addition, they usually limit the number and type of transactions a user can perform.

The idea of eliminating the need to rely on a bank for user-to-user transactions is, in fact, the
core concept behind Bitcoin.

Bitcoin’s solution to the double-spending problem is based on cryptographic proof rather than
trust, and involves using a decentralized time-stamped ledger, which can be accessed by any
member of a peer-to-peer network. The security of the information inserted into the ledger can
then be maintained if the majority of users controlling the network are honest.

In the case of Bitcoin, the data stored in the ledger contains information about financial
transactions. A Bitcoin transaction can be briefly described as follows. Suppose Alice wants to
send a transaction to Bob. Then, she will announce a new transaction and the information within
will be broadcast to all nodes in the network. Later, each node will collect this and other new
transactions and propose a new block through a process called mining.

During mining, a node —miner— will select a set of broadcast transactions and verify that
they are valid. Then, they will select the hash value of the most recent block header and perform
a consensus mechanism known as proof-of-work. Once the miner has encountered a solution to
a given computational problem, they will issue a new candidate block. If the candidate block is
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verified, the miner will receive a reward and the block will be added to the chain. Only at this
point, the transaction from Alice to Bob will be completed.

f — 9 — &

Alice makes a The transaction is
transaction validated by the
network nodes

e e el ~,
i A1O

Alice receives

confirmation The nodes accept Miners include the
the new block and transaction in the
propagate it new block

Figure 1.3: A Bitcoin transaction.

1.2. The structure of a Blockchain

Blockchain technology was formally introduced in 2008 when Satoshi Nakamoto published the
paper “Bitcoin: A Peer-to-Peer Electronic Cash System” [8]. However, the foundations on which it
was developed go back decades. Notably, Merkle Tree technology, developed in the late 1970s, was
later employed in the early 1990s as part of a proposal for the time-stamping of digital documents.

Root node
H(H(a,b),H(c,d))

Internal node Internal node

H(a,b) H(c,d)
Leaf Leaf Leaf Leaf
H(a) H(b) H(c) H(d)

Figure 1.4: Merkle Tree structure with H as an underlying cryptographic function.

It was in 1979 when Ralph C. Merkle patented a concept that allows easy verification of any
type of data being transferred between users. As its name suggests, the structure of a Merkle tree
is similar to that of a tree in that it has leaves and nodes. Each leaf contains a data fragment
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that has been hashed using an underlying cryptographic hash function H, and each internal node
contains the hashed value of two leaves. The process can be iterated until what is called the root
node is obtained.

The integrity of the information relies on the fact that H is effectively a one-way function. As
a result, the authenticity of a specific data fragment can be verified through a Merkle proof.

Internal node Internal node
H(a,b) (Ko )]

Leaf Leaf
H(c) H(d)

Figure 1.5: A Merkle proof is a specific subset of all the hashes in a Merkle tree that allows the
root node of the tree to be recomputed if a particular piece of data is part of the tree.

Blockchain structure inherits this feature. Each block in the chain has its own header: a
section of information that identifies it as unique and contains, among other data, the root node
of all transactions in the block.

The block header also contains a nonce, used for the Proof of Work algorithm, and a timestamp
that indicates when the block was created.

Block Header

Timestamp
Nonce
Hash of Block Data

Block Data

Transactions

Figure 1.6: The structure of a block.

For more details, the concept of a time-stamping system that prevents the modification of
digital documents and forgery of timestamps was introduced in the 1991 article by Stuart Haber
and W. Scott Stornetta, titled “How to Time-Stamp a Digital Document" [9].
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1.3. Cryptographic Hash Functions

Hash functions are one of the most important elements in modern cryptography due to the role
they play in various digital security protocols, such as those destined for password confirmation,
information integrity checking, and digital signature generation and verification.

In Blockchain technology, cryptographic hash functions are used to hash all the blocks in the
chain.

The main objectives of cryptographic hash functions are to maintain privacy in a network, to
ensure the integrity of the messages exchanged between different users, and to have a system that
allows authenticating the digital identity of each of them so that the transactions that may occur
between participants are valid and reliable.

Due to the different nature of the information, the idea is to implement a function capable of
encoding messages of arbitrary length and producing outputs of a fixed size to suit the needs of a
given application.

Thus, since the 1970s, people have designed this type of function, better known as a crypto-
graphic hash function.

1.3.1. Definition and Properties
Hash Functions

A function is a relation that associates each element of a set, called the domain, with an
element in another set, known as the codomain. Simply put, a function can be thought of as a
machine that given an input element, produces an output element. In some cases, the domain and
codomain may be the same set. If the function returns each input as its own output, it is referred
to as the identity function.

It is important to note that, by definition, a function cannot assign two or more elements of
the codomain to a single element of the domain.

Thus, a hash function is defined as a function H that, given an input message or string z of
arbitrary size, produces an output y of fixed size, called hash value or digest.
H :{0,1}* — {0,1}*
Where k is a natural number.
Hash functions can be used to organize efficiently a database. Instead of performing a linear

search over a large number of data, hashing an element of a list allows to reduce the complexity
of the algorithm in the average case.
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hash
keys function
00
01
John Smith
02
03
Lisa Smith
13
Sandra Dee
T—— 14
15

buckets

521-8976

521-1234

521-9655

Figure 1.7: A hash table is a data structure that associates each of the keys in a list with an index
value generated by a hash function.

However, hash functions are mostly used for cryptographic purposes, as they allow to easily
check whether a message has passed through a noisy channel or has been compromised.

Cryptographic Hash Functions

In addition to this definition, a secure cryptographic hash function must have at least the
following three properties: preimage resistance, second preimage resistance, and collision resistance.

1. Preimage Resistance
This security property consists of the following: given a string y that belongs to the
codomain of a cryptographic hash function H, it must be computationally inefficient to try
to find some element z in the domain, such that H(z) = y.

What this property tells us is that, ideally, we need a function that given x, a string as
input, its hash value is easy to compute, i.e., computationally efficient. And at the same
time, we require the reverse procedure, i.e., given a hash value, finding its preimage, to be a
computationally difficult task to implement.

a) Computational Complexity

One-way Functions
It is worth talking about unidirectional functions, which are characterized by being
easy to compute but difficult to invert. Again, here easy or difficult are terms that have
to do with the computational complexity of the problems.

What do we mean by the term “computationally inefficient"?

In computer science, this concept describes the amount of computational time it takes
to execute an algorithm. The time period is approximated by counting the number
of elementary operations contained in the algorithm in the worst case, and for this
purpose a certain amount of time is assigned to each elementary operation.

Thus, an algorithm is usually classified as computationally inefficient if its time com-
plexity cannot be described by a polynomial term.
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The existence of this type of function is an open conjecture, which means that it is not
yet a proven fact that these functions exist, however, neither has proof been found to
disprove their existence.

Among the candidate functions to belong to this class is the multiplication between
prime numbers. According to the fundamental theorem of arithmetic, any positive
integer greater than one is a prime number or a unique product of prime numbers. As
we know, it is relatively simple to carry out the multiplication algorithm.

It is tedious but feasible to calculate the usual product between two prime numbers
with several significant figures, however, performing the reverse process, i.e. finding the
prime factors of a very large number in a reasonable time is difficult even for today’s
computers because there is so far no efficient algorithm capable of giving us the result
without avoiding trying all possible combinations.

2. Second Preimage Resistance
Another important property necessary for a hash function to be secure is that given a string
z it must be very difficult to find an 2’ # x such that H(xz) = H(a)).

This is not trivial since the hash function accepts in principle any string but has a finite
domain of cardinality 2™, where n is an integer that is determined when constructing
the function. Therefore, the function cannot be injective. This fact illustrates Dirichlet’s
pigeonhole principle.

Imagine that there is a number a of pigeons and a number b of pigeon boxes, the fact that
a > b implies that if the flock of pigeons flies into it, there will be at least one pigeon box
with more than one pigeon in it.

In short, the codomain of a hash function is finite: the number of elements it possesses is 2",
so it is to be expected that at least two strings have the same hash value. What we say then
is that we require the hash function to have resistance to the second preimage.

3. Collision Resistance
The third property we will discuss also has to do with two elements associated with the
same hash value, these elements are called collisions.

A collision-resistant hash function must ensure that it is difficult to try to find collisions,
i.e., to find 2’ and 2/, with 2’ such that H(x) = H(«’). This is related to the birthday paradox.

Suppose we want to know how many people we have to gather so that the probability of
finding two of them with the same birthday is at least 50%. Will twenty-three people be
enough? Let’s see. In a room with twenty-three people, the probability of encountering at
least one collision is:

P(collision) =1 — P(no collision) (1.1)

We can treat the non-collision probability as an extraction problem without replacement.

The probability that one person has a birthday on one of the 365 days of the year is equal to
1, then, the probability that the second person has a different birthday is equal to 364/365.
Continuing this way, we can take into account up to twenty-three people and observe that,




Blockchain Fundamentals
1.3 Cryptographic Hash Functions

1 2-1 23-1
= 0.507

~ 50%

(1.2)

The problem is called a paradox simply because the result is not very intuitive: it is generally
expected that many more people are needed to obtain the desired result.

4. Additional Properties
There are additional properties worth mentioning.

= The uncorrelation property ensures that each bit in the input string affects the computed
hash value noticeably, i.e., even if we had two messages that differed by only one bit,
their hash values would be practically different.

= The near-collision resistance property ensures that it is difficult to find two strings that
are similar to some degree.

= And in addition, partial preimage resistance indicates that it should be difficult, given
a hash value, to recover any part of the message.

1.3.2. Merkle-Damgard’s Construction

Hash functions can be broadly classified into two categories: dedicated functions and block
cipher-based functions.

Dedicated functions are functions that are built from scratch exclusively to compute hash
values. They are algorithms that do not rely on other cryptographic elements already in existence
for other purposes. Unlike these, those belonging to the second category are based on existing
elements, such as block ciphers.

The Merkle-Damgard structure is one of the most commonly used structures for constructing
dedicated hash functions.

Hash functions process messages of arbitrary size and return fixed-length strings. Therefore, it
is necessary for the function to have a system that expands or abbreviates messages that do not
have the function’s output length.

Déamgard’s construction is based on a segmentation process and the iterative execution of a
compression function. For H to be a hash function following the Merkle-Damgard structure, it
must have the following two elements:

1. A padding scheme that takes the message m and extends its length to a multiple of the block
size.

2. A compression function that processes each of the blocks taking into account an initial value
(1v).

The iteration process takes a block and the hash value of the immediately preceding block, so
that at each step of the iteration the information from the previous block is taken into account
for the hash value of the next block.
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The padding scheme can also include the length of the message in the last block. This feature
is known as the Merkle-Damgard strengthening.

Another important contribution is the Merkle-Damgard’s Theorem which states that any com-
pression function that is collision-resistant can be used to construct a collision-resistant hash func-
tion.

1.3.3. Hash Function, an example: SHA-1

To better understand how hash functions work we will develop an example using the structure
of the SHA-1 function.

The SHA-1 function belongs to a family of cryptographic functions called Secure Hash
Algorithm. These functions were designed by the National Security Agency of the United States
with the purpose of having a standard among the functions used in the federal security protocols.
Currently, there are four functions within this family: SHA-0, SHA-1, SHA-2, and SHA-3.

The SHA-1 function was discontinued at the beginning of the previous decade due to the fact
that from 2005 onwards attacks requiring a number of evaluations lower than 280 were reported.
Since then, the U.S. government recommends using SHA-2 or SHA-3 functions instead of SHA-1.

The SHA-1 function produces values of 160 bits in length. Suppose we want to obtain the
hash value of the message ‘abc’.

In binary code, each letter consists of 8 bits, so the message we want to hash looks like this:

01100001 01100010 01100011

The first step is to initialize five random variables, also called buffers. The values used in the
case of the SHA-1 function are:

HO = 0267452301
H1=0xEFCDABS89
H2 =0298BADCFFE
H3 = 0210325476

H4 = 0xC3D2E1F0

Let us proceed to the bit-padding scheme. The message has 24 bits, we will add a 1 and
enough zeros to have a string of 448 bits. The last 64 bits will be used to indicate the length of
the message which in this case is the number 24 in binary code. Thus, we will get a block of 512
bits, which is the block size of the function.

The next step is to segment each block into sixteen strings or words of 32 bits each, W (i),
0 <1 < 15. In this instance, since the message is short, we will only have one block.

It follows to expand the sixteen words until we have eighty words of 32 bits each, W (i),
0 < i < 79. For this purpose, we need to apply certain operations to the words obtained in each
of the iterations of a cycle that begins at word W (0) and concludes at word W (79).

In the iterations 16 < ¢ < 79, the operations applied are:

W(i)=S*W(@i—-3)eW(i—8) e&W(i—14) © W(i — 16)) (1.3)
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Where the symbol & denotes the binary logic operation XOR:

alb|adb
01]0 0
0|1 1
110 1
1|1 0

Table 1.1: XOR truth table.

And where the symbol S™ denotes the left shift of n bits to the left, i.e., the S' operator will
shift one bit, the most significant bit (at the left end) to the position of the least significant bit:

10010101101110 — 00101011011101

For example, let’s see how to obtain the seventeenth word.

W(16) = S* (W (16 — 3) © W (16 — 8) & W (16 — 14) & W (16 — 16)) (1.4)
— W(16) = SY (W (13) @ W(8) @ W (2) @ W(0)) (1.5)

W(13) | 00000000 00000000 00000000 00000000
W(8) | 00000000 00000000 00000000 00000000
W(2) | 00000000 00000000 00000000 00000000
W(0) | 01100001 01100010 01100011 10000000

W(16) | 01100001 01100010 01100011 10000000

Table 1.2: We obtain the 17th word by XORing the words W(0), W(2), W(8) and W(13).

W(16) = S*(01100001011000100110001110000000) (1.6)
— W (16) = 11000010110001001100011100000000 (1.7)

10
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SHA-1 algorithm requires also eighty constant words:

K; = 0254827999 for 0<¢<19

K; =0x6EDI9EBA1 for 20<1:<39
K; = 0x8F1BBCDC for 40 <1i<59
K; = 0xCA62C1D6 for 60 <:<79

For the main cycle, we need to take those eighty words and at each iteration calculate the
TEM P variable as shown below:

TEMP = S°(A) @ f(i;B,C,D) & E® W (i) ® K(i) (1.8)
Where the variables A, B,C, D, and FE initially store the values HO, H1, H2, H3, and H4
respectively.

And where:

f@@;B,C,D)=(BAC)V((-B)AD) for 0<i<19
f(#;B,C,D)=BaC®D for 20<i<39
f;B,C,D)=(BAC)V(BAD)V(CAD) for 40<i<59
f@;B,C,D)=BaC®D for 60<i<T79

For each iteration the variables A, B,C, D, and E are reassigned the variables:

E=D
D=C
C = $%(B)
B=A
A=TEMP

Finally, after the last iteration, the variables HO, H1, H2, H3, and H4 get updated:

Hy=Hy® A
H=H&B
Hy=HydC
Hs=H;® D
H,=H,®F

And the digest results from appending the values of each of the previous variables:

digest = Hy || Hy || H || Hs || Hy = A9993E364706816 ABA3E25717850C26C9C D0DSID

1.3.4. Hash Function Attacks

Attacking a hash function means violating one or more of its security properties. We might
think that a cryptographic component such as a hash function can be broken by means of some
decryption method, however, while it is true that a hash function hides messages, it is not by
means of encryption that it does so. The main difference between encryption and hashing is that
the former is reversible through a key scheme (either symmetric or asymmetric), while the latter
should not be, in principle.
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Attacks on hash functions fall mainly into two categories: generic attacks and cryptanalytic
attacks.

Generic or brute-force attacks are attacks that can be applied to any type of hash function
that has the Merkle-Damgard’s construction as its basis. Thus, this class of attacks does not focus
on any specific internal structure of the hash function. Examples of such attacks are preimage
attacks, second preimage attacks and collision attacks.

1. Preimage attack
In this attack, we consider an adversary that, given a hash value of length n, will try to find
a string corresponding to that value under the hash function, evaluating as many messages
as he can until he finds it. The effort required to perform this kind of attack is 2.

2. Second preimage attack
In this attack, we consider an adversary that, given a message m and its hash value, will
try to find a string corresponding to the same value under the hash function, evaluating as
many messages m’ # m as he can until he finds it. The effort required to perform this type
of attack is 2.

3. Collision attack
In this attack, an adversary will try to find to find two messages that produce the same hash
value, i.e. a hash collision.

On the other hand, cryptanalytic attacks directly involve the compression function, this as a
consequence of the Merkle-Damgard’s theorem that establishes a relationship between the proper-
ties of the compression function and the hash function that is constructed from it.

12



Chapter 2

Quantum Computing Fundamentals

In this chapter we will introduce the elementary concepts of quantum computing. We will start
by talking about how to encode information in qubits and the operations we can perform with
them. Next, we will discuss the most significant algorithms to date. And finally, we will mention
some of the most widely used physical implementations.

2.1. Qubits

Just as the bit is the fundamental unit of information in classical computing, in quantum
computing there is an analogous concept called the quantum bit or qubit.

Mathematically, a qubit can be taken as an element of a two-dimensional complex vector space
that can be in infinite states. Two possible states are |0) and |1) as it is in the classical case. The
rest of the states can be expressed as a linear combination of these two. Most commonly, the
notation used to represent the states of a qubit is the Dirac notation.

We choose to use the computational basis, which is, of course, an orthonormal set.

W) = a|0) + 5 1) (2.1)

Unlike the classical bit, we cannot probe into the qubit to determine its state. All we can say
is that when we measure the qubit we will get the states |0) or |1) with probabilities |a|? and
|3]? respectively. This feature illustrates one of the postulates of quantum mechanics called the
quantum collapse.

Although one could think that it is difficult to predict the behavior of quantum systems,
quantum mechanics allows the manipulation of the state of a qubit in such a way that the
measured result depends on the properties of the state. Ultimately this is the hallmark of
quantum computing.

As mentioned above, a qubit can exist in a continuum of states between |0) and |1) until it is
observed. Since |a|? and |3|? represent the measurement probabilities, their sum must equal 1.

laf? +8)* =1 (2.2)

And furthermore, we can effectively write:
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0 ; 0
|0) = cos 5 + et sin§ 1) (2.3)
Where 6 and ¢ are real numbers.
Graphically, the state of a qubit can be visualized as a point on the three-dimensional unit

sphere (Figure [2.1)) called the Bloch sphere. This representation is very useful, especially when
visualizing the operations that can be applied to a qubit.

Figure 2.1: Bloch sphere: a graphic representation of a qubit.

2.2. Single Qubit Gates

A qubit can also be represented as a two-row column vector.

)
5

Similarly to classical computation, in quantum computing, it is possible to define gates. Single
qubit gates are represented by 2x2 unitary matrices and their effect on a state can be visualized

as a rotation and/or reflection in the Bloch sphere. The action of a gate on a qubit is represented
by the usual matrix multiplication.

Consider the quantum NOT gate, whose output will be:

al _ (B
x[2]=x[] -
We can represent the quantum NOT gate as follows.
_ |10 1
=i )
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Thus, the quantum NOT gate can be thought of as a rotation about the x-axis by = radians.

10)

1)
Figure 2.2: The NOT gate produces a rotation of m radians about the x-axis.

Two important single qubit gates are also the Z gate, and the Hadamard gate, which turns

state |0) into state w and state |1) into state %

5 thus creating a superposition state.

2.3. Multi-Qubit Gates

In classical computation there exists a set of logic gates that perform the fundamental binary
operations from which any digital circuit is composed. Most of these logic gates act on a pair of
bits and output a single bit of information.

A
NOT A AAND B
B—
A A
AORB AXORB
B B

Figure 2.3: Aside from the NOT gate, classical two-bit gates.

Although not entirely analogous to classical computing, quantum computing allows the action
of a single-qubit gate to be extended to a multi-qubit system. Additionally, by including other
mechanisms like controlled operations, we can also define multi-qubit gates, all while considering
fundamental limitations like the no-cloning theorem.

It is important to note that all quantum gates are represented by unitary operators and are
therefore reversible, in contrast to classical logic gates, which are generally irreversible.
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Let’s begin with the simplest case of a two-qubit system. As discussed above, describing the
state of a qubit requires two complex numbers. In the same manner, describing the state of two
qubits requires four complex amplitudes.

|\I/> = Q0 |00> + o1 |01> + a0 |10> + a1 |11> (25)

Same as before, the probabilities of measuring states |00), |01), |10) and |11) are,

P(|00)) = [agol?, P(|01)) = laq?, P(]10)) = |awol?, P(]11)) = |an|® (2.6)

With the normalization condition as follows,

Veool® + o1 2 + agof? + a2 =1 (2.7)

Algebraically, we can represent the two-qubit state using the tensor product,

e s I

aq
Bovo
_ _ | Boc
[1tho) = [th1) @ [¢h1) = ﬂ?a; (2.8)
Braq

However, not all two-qubit states can be written as a tensor product of individual qubit states.
Entangled states, such as the Bell states, are examples where the full state of the system cannot
be expressed as the tensor product of single-qubit states.

Similar as before, we can represent simultaneous gates,

X Y1) ® Z o) = (X ® Z) |1h1to) (2.9)
00 1 0
01 1 o] fo 0o 0 -1
X®Z:L 0}‘@[0 —1}:1 0 0 0
0 -1 0 0

The generalization to n qubits is straightforward. The basis states of the system will be of the
form

0 = |z129...20) (2.10)
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and the collective quantum state will require 2™ complex amplitudes.
One of the most important multi-qubit gates is the CNOT gate. The CNOT gate is a 2-qubit
quantum gate that performs a NOT gate in a target qubit depending on the state of a control qubit.
A) —e—  [4)
|B) —— |B@4)

Figure 2.4: Circuit representation of a CNOT gate applied to target qubit B.

|00) — |00}, ]01) — |01),]10) — |11),|11) — |10)

It can be proved [I0] that any multiple-qubit gate can be built from CNOT and single-qubit
gates. This concept is known as the universality of the CNOT gate.

2.4. Circuits

We may represent the processing of information, as in classical computing, with circuits.

My
0)
M,
0)
M3
) X

Figure 2.5: A simple quantum circuit

Circuits are read from left to right. The lines represent wires carrying the information through
time and the gates represent the operations performed to manipulate the quantum information.

One important operation to note is the measurement, labeled by an M symbol. The measure-
ment operation describes the quantum collapse of a quantum state into a classical state. Up until
now we have approached things from the computational basis but let’s remember that there are
other possible choices for the basis.

Another key feature of quantum computing is entanglement. Below we show a circuit whose
output states are known as the Bell states.

In a two-qubit system, we begin by applying a Hadamard gate to the first qubit, followed by a
CNOT gate. What makes this system special is that the measurement outcomes (Fig. [2.4) in the
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s {4

B——&—

Figure 2.6: Quantum circuit that creates Bell states.

computational basis are perfectly correlated, which allows protocols such as quantum teleportation.

[00) 11}
V2
[00)y=]11)

|01)+]10)

¥}

|01)=]10)

vvvv
LSES

»

Table 2.1: Bell states.

2.5. Quantum Algorithms

Quantum algorithms differ greatly from conventional algorithms since there is no analogue
of quantum superposition or entanglement in the classical scenario. Moreover, some quantum
algorithms exhibit the potential to solve certain problems in a more feasible way as opposed to
classical algorithms. In many cases, even if a problem has clear solution classically, the resources
to obtain it scale exponentially, rendering the solution not viable.

There exist two main classes of algorithms that under the right settings provide an advantage
over classical algorithms: the algorithms that are based on the Quantum Fourier Transform, and

the ones based on Grover’s algorithm. In this section we’re going to discuss briefly the basics of
both.

2.5.1. Quantum Fourier Transform

It’s no surprise that Fourier transforms play a significant role in the quantum algorithmic
landscape. After all, quantum states are described by complex amplitudes and phases, which
encode information about the state and can be manipulated to perform specific operations. By
applying a linear transformation like the one below we can obtain the discrete Fourier transform
of a computational basis state vector |a;),

laj) = on e |ag) (2.11)
k=0

where 0 < j < 2" — 1.

The previous result can be generalized for a superposition of basis state vectors |3) ,

2”L_1 1 2”_1 2”_1 , . 2/”_1
Tij
j=0 k=0 7=0 k=0
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This transformation can be verified as unitary and implemented using a quantum circuit
more efficiently than classical algorithms, such as the Fast Fourier Transform. Although the
measurement, outcome of the transformation alone may not yield a directly valuable result, it
plays a crucial role in phase estimation—a procedure that, when combined with other routines,
allows to find solutions to problems such as the factoring problem and the order-finding problem.

For a 2"-dimensional basis, equation (2.12) can be re-expressed using the binary basis {|00...00),
|00...01), |00...10), ..., |11...11)} = {|j1.--4n)}, Where each basis element corresponds to a tensor
product of n qubits,

—_

in

) 1)) ®...0(|0) + @3+ =T+t 50 |1))
(2.13)

(10)+eCE) 1) @ |0+

The circuit that realizes this representation consists of applying in a controlled manner (ie.
having target qubits) the following transformation

oo |t 0, 2.14
Tl e (2.14)

to each of the n qubits that can be either initialized in |0) or |1), depending on the state to
transform.

For a 3-qubit system the circuit implementation of the algorithm looks like,

|90) R Rs |

|q1) H |— Re —

|g2) L2 ]

Figure 2.7: QFT circuit for a 3-qubit state, with final SWAP gates to correct qubit order.

2.5.2. Grover’s Algorithm

Search algorithms provide a solution to one of the most fundamental problems in computer sci-
ence. In an unstructured search problem, there is a (possibly disordered) set X = xg,x1,...,xN_1
containing N elements. The objective, given a function f : X — 0,1, is to find the marked
element(s) ' such that f(a’) = 1. Traditionally, the problem requires N/M evaluations of the
function f, but there is a quantum algorithm known as Grover’s algorithm that solves the same

problem in O(y/N/M) queries [1I].

For convenience we assume that N = 2", requiring n qubits to cover the entire search space,
where the data can be labeled as an n-bit string in {0,1}". Our search problem can have M
solutions: 1 < M < N.
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Grover’s algorithm consists of three stages prior to measurement: the creation of a superposition
of states, the application of the oracle operator, and the use of the amplitude amplification operator.

1. Superposition of states

Grover’s algorithm starts by initializing all n qubits to the |0) state and then applying
Hadamard gates to create a uniform superposition over the entire search space. This process
makes use of a feature called quantum parallelism, which allows the simultaneous manipulation of
all the possible inputs.

At this point the state can be expressed in the following way,
W= > —lz) (2.15)
And the circuit implementation can be visualized as,
0
0

0

Figure 2.8: Circuit implementation of a H®" gate.

Measuring the system at this stage would produce any basis state with equal probability since
all amplitudes in the superposition are identical EL

BT, | .................. e | -------- M = mean of amplitudes

{00...00}  {00..01} .. X . X" .. {11...11}

Figure 2.9: Uniform superposition of states.

2. The oracle

As mentioned previously, the goal is to implement a reversible operation that recognizes the
elements for which the state represents a solution to the problem. Mathematically framed, this is
achieved through a function f : X — 0,1 for which f(x) =1 if and only if x represents a solution,
and zero otherwise.

IDiagram by the author, closely following a diagram from [I3]
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In order to implement this action in a quantum circuit we need a unitary operator capable of
identifying the correct states. This operator is known as the oracle. Its essential function can be
represented as,

oracle
) [a) — |z) la & f(z)) (2.16)
For this formulation, in the computational basis, the oracle qubit |a) flips its state only when x
corresponds to a valid solution of the problem. To illustrate this mechanism let’s analyze the case
where |a) = |0) and x represents a solution,
oracle
) |0) —= [2)[0® f(z) = 1) = |z} [1) (2.17)

In the same manner the other three cases can be analyzed.

For our search algorithm though, it is convenient to initialize the oracle qubit in the state,

1
V2
This way, we produce the so-called phase kickback, which corresponds to the conditional flipping

of the phase of the state (ie. only when x is a solution) effectively marking the solutions to the
search problem

|a) 10) — 1) (2.18)

T i . oracle . (z) z i .
\>\/§(|0> 1) == (1! |>\/§(|0> 1) (2.19)

and allowing us to disregard the oracle qubit in the subsequent description of the system since its
effect is now encoded as a phase on the search space qubits.

At this point the state can be expressed as a superposition of marked states |z’) and unmarked
states,

O l) = —ﬁz 2’y + %ﬁ 3 o) (2.20)

xH#x!

where O stands for unitary oracle operator.

More generally,

0) = %ﬁ SO(-1)/@ ) (2.21)

x

for every computational basis state |x).

Although measuring the system at this point would still result in an outcome similar to the
previous one, the state is ready to demonstrate a powerful feature of quantum computing: phase
interference (Fig. [2.10F)), which leads us to the third step: amplification.

2Diagram by the author, closely following a diagram from [I3]
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{00...00}  {00...01}

Figure 2.10: After the action of the oracle there is an amplitude flip of the states that represent
solutions. The oracle is a circuit that needs to be designed for each particular instance of the
problem.

Example of a quantum oracle

To exemplify the implementation of an oracle acting on a quantum state let’s consider the
uniform superposition of all the basis states of a 2-qubit system,

1
[¢) = 3 (|00)y + [01) + [10) 4 |11)) (2.22)
and suppose we want to mark the state |11).
We need to design an oracle O such that,

Olz) = (1)@ |z) (2.23)

where f(z) =1if x = 11, and 0 otherwise.
This is:

O ) = 5 (100) + [01) +[10) — [11)) (2.24)

Which can be achieved through the controlled application of the unitary operator represented by

7 {(1) OJ (2.25)

in the following way,

Figure 2.11: Circuit that prepares a uniform superposition over 2 qubits and applies an oracle that
flips the phase of |11) using a controlled Z gate.

3. Amplification

The amplification operator, as its name suggests, increases the amplitude of the desired
state(s) through an iterative process that rotates the quantum state within the plane spanned by
the marked (solution) and non-marked (non-solution) subspaces.
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To understand how this works, let’s notice that applying a Hadamard gate H to a single qubit
transforms the state as,

1
1
Hlz) = —= > (=1)""]y) (2.26)
where x - y is defined as - y = xy mod 2, ie. the bitwise mod 2 dot product of x and y.

Back to our setting, we start by applying a H®" gate to the state O |i), where the oracle O
has flipped the phase of the solution state(s). This gives:

o= Y v X (@) | = Y a2

ye{0,1}» ze{0,1}m z€{0,1}"

Here, the inner product x - y is defined for bitstrings = = (1,22, ...,2,) and y = (y1,Y2, ..., Yn) as
z-y:= @, z;y;, ie. the sum mod 2 of the bitwise products.

The resulting state |¢)') exhibits an interference pattern: amplitudes for some states increase,
while others decrease. In particular, amplitudes associated with solution states begin to grow due
to constructive interference.

To amplify the solution amplitudes further, we apply a phase shift of -1 to all computational
basis states except |0). This step can be written as:

) =aol0) - Y al2) (2.28)
z€{0,1}\{0}

This operation reflects the state about the |0) state and is crucial for increasing the relative
amplitude of the solution.

Lastly, we apply a Hadamard gate H®" once more to return to the computational basis.

These three previous steps—Hadamard gate, selective phase shift, and Hadamard gate—
together form what is known as the Grover diffusion operator.

The Grover diffusion operator D can be written as,
D= H®"(2|0")(0"| — I,)H®" — D= )| -1, (2.29)

and its role is to flip the amplitudes of the state around their average, which can be interpreted
as a “reflection around the mean” (Fig. [2.12f).

Finally, the composition of the oracle operator followed by the diffusion operator defines a single
Grover iteration:

G=D-0 (2.26)

which can also be interpreted geometrically as a rotation in the plane spanned by the solution and
non-solution subspaces.

3Diagram by the author, closely following a diagram from [I3]
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{00...00}  {00...01} ... b S ) QO {11...11}

Figure 2.12: After the action of the diffusion operator, the amplitudes a of the desired states z, =’
increase.

This is, for a problem with M solutions represented by the states |x') we can express the initial
uniform superposition state [¢)) before the oracle as,

M W N—-M M N-M
|w>:m;|m>+ﬁg§/|x>—\/;m>+\/ o) (2:30)

for normalized states |«) and |3).

Letting,

N-M 0

We have that a single Grover iteration produces the state,

Gly)y=D- 0O (sine |B) + cosg |a>) =D (—sm9 |B) + cose |a>> = <sm30 18) + cos% |a>>
2 2 2 2 2 2
(2.32)
Thus, in general,

G'|y) = ‘¢(t)> = sin (W) |B) + cos <(2t+21)9> |c) (2.33)

It can be proved [12] that after O(1/N/M) applications of a Grover iteration, the amplitude
of the state(s) that encodes the solution(s) to our problem increases sufficiently so that at the end
we have a high probability (> 1/2) of measuring one of our desired states.

Grover diffusion operator

0) Ao 2(07) (0"] = I
1) ——{H

Repeat O(\/N) times

Figure 2.13: Quantum circuit for Grover’s algorithm, for M = 1.

2.6. Physical Implementation

The physical implementation of a system of qubits is a crucial aspect of realizing practical
quantum computers since the underlying platform determines the qubit’s performance in terms
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of coherence, gate fidelity, and scalability. Several settings have been explored in order to create
qubits, each of them emphasizing different aspects of the quantum mechanical nature of the
respective systems.

From superconducting circuits and trapped ions to semiconductor spin qubits and photonic
systems, these platforms offer specific advantages but also face certain challenges when trying to
build robust, large-scale quantum processors. This section explores very briefly the most common
physical systems used to implement qubits.

In this context, an effective approach to evaluating the progress and challenges of a quantum
computing platform is provided by DiVincenzo’s criteria [I4] which can be summarized as follows,

1. Scalability, which refers to the capability of having a large set of well-characterized qubits
working together.

2. Qubit initialization, which would allow to prepare states repeatedly in an effective manner.

3. Long decoherence times, which would allow to perform operations on qubits before they lose
their quantum properties.

4. Universal set of quantum gates, necessary for performing any operation on the qubits.

5. Measurement, which would allow to extract the results of a quantum circuit.

2.6.1. Superconducting Qubits

In building a quantum processor the goal is to have a two-level system capable of performing
basic quantum gates. Superconducting qubits are based on superconducting circuits to realize
this functionality. The underlying principle lies in considering an LC circuit.

The Hamiltonian of an LC circuit can be modeled as a quantum harmonic oscillator. After
quantization we find ourselves with uniformly separated states. These uniform energy levels,

however, are not ideal for qubit operations which require a well-defined two-level system.

The solution to this predicament is to introduce anharmonicity to the quantum electric circuit
by replacing the linear inductor with a non-linear element like a Josephson junction.

c = L c = %JJ
E

¢ ¢

Figure 2.14: On the right, a linear LC oscillator with equidistant energy levels. On the left, a
non-linear circuit created by introducing a Josephson junction (JJ).
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There exist three main types of superconducting qubits: charge qubits, phase qubits, and flux
qubits. They are classified according to the ratio of the Josephson energy (E;) to the charge
energy (Ec¢), which determines the degree of freedom that dominates the qubit’s behavior.

In this setting the implementation of single-qubit gates is achieved by applying microwave
pulses tuned to specific frequencies in order to induce transitions between the |0) and |1) states.

There exist different methods to enable interactions between qubits, including capacitive and
inductive coupling between neighboring qubits. However, one of the most effective approaches is
to use tunable couplers since they offer more flexibility and control.

As for the measurement, it is often performed by inducing Rabi oscillations and observing the
system’s response via a scattered electromagnetic signal.

The primary advantage of this platform lies in the ease with which each circuit component can
be designed and fabricated. However, while the strong interaction with electromagnetic radiation
is a key strength of superconducting qubits, it also makes the system particularly susceptible to
noise.

2.6.2. Trapped Ions

In this case, as the name suggests, charged particles (ions) serve as the basic carriers of
information. The creation of qubits in this setting involves an ion source and ion traps which
employ laser cooling techniques in order to maintain the ions nearly stationary.

The most widely used method for trapping ions is the linear Paul trap, which consists of four
electrodes that produce oscillating electric potentials, creating a time-averaged pseudo-potential
in which a chain of ions can get uniformly arranged and act as a quantized harmonic oscillator
with translational and vibrational modes.

Figure 2.15: Paul trap schematics [24].

One of the most used ions is the °Ca™. The 4°Cat ion possesses relatively stable ground and
excited states. The fact that these states can be manipulated by electromagnetic fields, without
the need of the system interacting with other external physical elements that introduce noise,
makes this platform suitable for long decoherence times and quantum control.

State manipulation is performed using laser pulses tuned to specific amplitudes, frequencies
and durations. Depending on the parameters of the laser pulses, various operations can be
performed on the qubit states. Additionally, the excitation of the system’s vibrational modes
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enables the implementation of multi-qubit gates.

For the readout process, one can take advantage of the excited states only available when the
qubit is in a particular state. In this way the repeated measurement of a fluorescence signal can
reveal the information about the quantum state of the system.

The main advantages of this platform are long coherence times, the ability to isolate the
system from noisy environments and the high fidelity levels that can be achieved for the basic
quantum operations.

The primary disadvantage of this platform lies in addressing the first DiVincenzo criterion:
scalability. As the length of the ion chain increases, the spacing between vibrational states becomes
narrower and so the precision to manipulate states becomes more difficult to achieve.

2.6.3. Photonic Qubits

This platform uses photons as the physical system for qubits, allowing for the choice be-
tween two sets: discrete or continuous-valued variables. In the former case, the polarization of
a photon gives two well-defined basis states naturally, namely horizontal and vertical polarizations.

A major advantage of this platform is that the field of optics is quite developed. For instance,
implementing quantum gates involves manipulating experimental equipment — such as beam split-
ters and phase shifters — which is already well characterized and provides high accuracy and
reliability.

Figure 2.16: A waveplate induces a phase shift between the two perpendicular polarization com-
ponents of a light wave [23].

A waveplate, for example, can modify the polarization of a photon, enabling the implementa-
tion of single-qubit gates. For entanglement one can rely on linear optical instruments, such as
beam-splitters, to create Bell states.

As for the measurement stage, the process is relatively straightforward, as it primarily involves
the use of photodetectors.

Another key advantage of this platform is the ease of transmitting photons over large distances
with low decoherence. This feature allows, in principle, the development of quantum networks
that can eventually become part of a larger scheme: a quantum internet.

In this case, as with trapped ions, the primary disadvantage comes from considering the
scalability criterion, with photon loss due to absorption or scattering phenomena being the main
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limiting factor.

Although the physical platform does not affect directly the theoretical formulation of a quantum
algorithm, it can influence its implementation, especially in terms of gate depth, coherence times,
and the scalability. For example, superconducting qubit systems are currently among the most
promising candidates for near-term applications of quantum search, including quantum-enhanced
cryptographic protocols such as Blockchain consensus mechanisms.
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Chapter 3

A Quantum Algorithm for
Proof-of-Work

As mentioned before, one of the main purposes of Blockchain technology is to be decentralized,
that is, to be independent of any third party while also avoiding any member of the network
having control over the entire system.

But then the following question arises, how can participants prevent malicious transactions
like false operations and double spending occurrences? The answer provided by Nakamoto comes
in the form of a consensus mechanism.

In this chapter, we are going to explain the workings of the Proof-of-Work mechanism.

Proof-of-work (PoW) is a consensus mechanism by which participants of a network can
validate the information aggregated to the blockchain. The mechanism is devised to ensure that
no participant takes control of the network.

PoW requires the miner to find a hash whose value is under a given target. The task involves
spending massive resources (computational power) to solve a computational “puzzle” that requires
no skill but only brute force. Thus, the idea of using a quantum algorithm to perform PoW is
only natural.

It has been stated that quantum miners could have a computational advantage over classical

ones [6]. By the end of this chapter, we will have shown how to implement Grover’s algorithm as
a sub-routine for mining in Proof-of-Work.

3.1. Proof-of-Work Mechanism
When the use of the Internet escalated, so did spam messages and other forms of service
exploitation such as denial-of-service attacks, which consist in flooding a service with expendable

requests so as to prevent its availability to legitimate users.

The solution to this problem was to charge the solicitors of a service for carrying out their
request. The cost would have to be moderate for regular users but unprofitable for spammers.

Instead of money, one proposal was to ask the solicitors to make use of their computational
power and present this as a proof of expended resources —work. The verification of their

29



A Quantum Algorithm for Proof-of-Work
3.2 Mining in PoW

“payment”, though, would have to be easily realized by the service providers.

Requesting the solution of a mathematical problem seemed to be an appropriate cost since
there exist some problems for which the solution is hard to find but easy to verify. This is the
basic concept of Proof-of-Work.

Proof-of-Work is a cryptographic mechanism by which a participant can prove to the other
participants in a network that they have expended a certain amount of computational resources.

In the Bitcoin setting though, the proof-of-work mechanism makes sure that the Blockchain
system is hard to manipulate. If a malicious user wanted to tamper the data in a particular block,
he would have to tamper with all the previous blocks in the chain to do so. And that action would
cost them a non realizable amount of computational power.

Hence, PoW serves as a consensus mechanism in a non-trust environment such as that of Bitcoin
and other cryptocurrencies.

3.2. Mining in PoW

Mining is the process, in Proof-of-Work cryptocurrencies such as Bitcoin, by which individuals
add new blocks to the chain. The incentive comes as a monetary reward for the miner who first
succeeds in solving a computationally hard problem.

The problem resides in finding a number —also known as nonce— such that the hash value of
the header of the new block is less than a certain value —also known as the target hash.

The most widely used PoW consensus is based on SHA-256, whose block size is 512 bits.

The header of a block contains the following information:

Data Size (Bytes) Description
Version 4 Version number
Previous hash 32 Hash of the previous block header
Merkle root node 32 Root node of the transactions of new block
Time 4 Timestamp of new block
Bits 4 Encoded target
Nonce 4 Number to update

Table 3.1: A block’s header data.

During mining, a miner will concatenate together all of the above information and since
most of the data is already determined, the task of a miner consists in trying different numbers
repeatedly until the adequate nonce produces a hash value equal or below the target. The target
is a 256-bit number available to all the network.

The classical algorithm for mining can be summarized as follows:
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Classical Mining Algorithm

Input: Hash value of most recent block’s header: hprey
Input: Block data: version,merkle root,timestamp,bits
Input: Target value: target

Input: Initialize nonce = 0

Output: New candidate block’s header and valid nonce

Steps:

1. Concatenate: block_header fixed = version ||merkle_root | hprey || timestamp || bits
2. while nonce < 232
Build new block’s header by appending: block header = block header fixed | nonce
Compute hpe, = SHA256(SHA256(block header))
if hyey <= target:
return (nonce,block header)
Broadcast new candidate block
else:
nonce = nonce + 1
3. If candidate block is verified, fetch reward

For a given set of transactions, a candidate block can have 232 different nonces. This means
that the search space contains 4,294,967,296 instances.

The target is adjusted once every 2016 mined blocks —once every two weeks, approximately—
so that a block is added to the chain every 10 minutes on average. The difficulty of the problem
depends on the target (Diff = 2256 /target). In this case, the lower the target, the harder it is to
mine a new block.

3.3. Quantum Algorithm for PoW

PoW requires the miner to find a message digest which value is under a given target.
Previously, Bard et al. [6] provided an analysis for a quantum Bitcoin miner that uses Grover’s
algorithm to solve this problem. However, an explicit algorithm was not given.

In this work we develop an algorithm that uses Grover’s search as a sub-routine and that
performs PoW for Bitcoin (or any other PoW-based cryptocurrency).

Quantum Search Algorithm for Classical PoW

Input: Hash value of most recent block’s header: hprey
Input: Block data: version,merkle root,timestamp,bits
Input: Target value: target

Output: New candidate block’s header and valid nonce

Steps:

1. Concatenate: block_header fixed = version || merkle_root || hyrey || timestamp || bits
and initialize the state [block header fixed)

2. Initialize a 32-qubit quantum register to |0) and perform a uniform superposition on all of
them through a H®32 gate in order to create the state |nonce)

3. For the oracle qubit, initialize one quantum register to |0) and apply quantum gate X followed
by a Hadamard gate H creating the state |—)
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4. Perform Grover’s algorithm:
for i in range (0, k): (k being the optimal number of Grover iterations)
Perform the oracle
Perform Grover’s diffusion operator
Measure final state |nonce) — nonce
Build new block’s header by appending: block header = block header fixed | nonce
Compute hyey, = SHA256(SHA256((block header))
if hye, <= target
return nonce
5. Create and broadcast new candidate block
6. If candidate block is verified, fetch reward

For this purpose we introduce a number of subroutines or protocols that are to be implemented
as part of the quantum search algorithm.

The subroutines we have designed describe the processing of the input (blockchain most recent
header, transactions, nonce) through a quantum circuit that calculates its hash value (SHA-256)
and implements Grover’s algorithm as a subroutine in order to find the adequate nonce that will
produce the required message digest. Below, we describe said protocols.

3.4. The oracle

To implement the oracle we apply SHA-256 twice on the padded input (as performed in Bit-
coin’s PoW). Since SHA-256 is realized as a reversible circuit, we need to perform uncomputation
operations and we may use the intermediate hash after the second round is applied.

Oracle for PoW quantum search algorithm

Input: |block header fixed)
Input: |nonce)

Input: Target value: target
Output: SHA256(SHA256|v))

Steps:

1. for ¢ in range (0,1):
Perform the padding protocol
Perform the creation-of-message-schedule protocol
Perform the compression protocol

2. Perform the target-comparison protocol

3.4.1. Padding protocol

In this protocol we encode the information for the new candidate block and perform the
padding scheme corresponding to the hash function SHA-256:

Padding protocol

Input: |block header fixed) ® |nonce)
Output: |padded)

Steps:

1. Implement the padding scheme:
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a) Initialize one quantum register to |1)

b) Pad with enough quantum registers initialized in the zero state |0)

¢) Create a 64-qubit quantum register to store the big-endian integer representing the
length of the message, |length)

2. The fiinal state is |padded) = [block header fixed)® |nonce) ® |1) ® |00...00) ® |length)
The first round will produce a 1024-qubit state, while the second will generate a 512-qubit state
block.

3.4.2. Creation of message schedule

In this protocol, we create the variables that are going to be needed for the main loop of
the SHA-256 function. SHA-256 algorithm is very similar to the SHA-1 algorithm. The main
difference is the hash length.

The cryptographic function SHA-256 requires sixty four words W; and sixty four variables K;
for the compression loop, each word and variable being 32 bits long.

The first sixteen words come directly from a 512-bit message block B produced during the
padding protocol. For each block B € {0,1}°'2:

B=Wy | Wil .| Ws (3.1)

For the remaining words W; where 16 < ¢ < 63, the following operations are needed:

W; = Ul(WZ‘,Q) + Wi_r + Uo(Wi,w) + W;_16 mod 232 (32)

Here, the functions oy and oy are defined as:

oo(W) = rightrotate” (W) @ rightrotate'®(W) @ rightshi ft*(W) (3.3)
o1 (W) = rightrotate'™ (W) @ rightrotate'® (W) @ rightshi ft'° (W) (34)

with & being the bitwise XOR operation.

As for the K; variables, they are the big-endian integers representing the first 32 bits of the
fractional part of the cubic root of each of the first sixty four prime numbers, respectively.

Creation of message schedule protocol

Input: |padded)
Output: |W;), |K;) for 0 <14 < 63

Steps:

1. Create 32 x 16 quantum registers and initialize the first sixteen states |W;), 0 <i < 15

2. Create 32 x 48 quantum registers and compute the states |W;), 16 <14 < 63

3. Calculate the values of K; classically, create 32 x 64 quantum registers and create the 64
states |K;), 0 <7 <63

Classical operations like rightrotate™ and rightshift™ can be implemented through the use of
SWAP gates.
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3.4.3. Compression loop

At this stage, the cryptographic function SHA-256 requires also eight 32 bits length vari-
ables H;, 0 < i < 7. The initial values of H; are the big-endian integers representing the first
32 bits of the fractional part of the square root of each of the first eight prime numbers, respectively.

This subroutine describes the main loop of the SHA-256 function which processes sequentially
each one of the blocks B € {0, 1}°!? generated in the padding scheme.

For each B € {0,1}°!? (one at a time) we set:
(a7b7 ¢, d,@,f,g,h) = (H07H15H27H37H4aH57H63H7) (35)

And perform the main compression loop, ie. we perform iteratively 64 rounds consisting of the
following operations:

Ty = h+%i(e) + Chle, f,g9) + K; + W; mod 23 (3.6)
Ty = So(a) + Maj(a,b,c) mod 2% (3.7
h=g (3.8)
g=1f (3.9)
f=e (3.10)
e=d+T, mod 2% (3.11)
d=c (3.12)
c="b (3.13)
b=a (3.14)
a="T, +T, mod 23> (3.15)
Here, the operations 31,3y, Ch and Maj are defined as:
Yo(z) = rightrotate®(x) @ rightrotate(x) @ rightrotate®*(x) (3.16)
¥ (x) = rightrotate® (x) ® rightrotate™ (x) © rightrotate®® (z) (3.17)
Ch(z,y,z) = (x ANy) ® (mx A z) (3.18)
Maj(z,y,z) = (xAy)®(xAN2) B (yAz) (3.19)

At the end of the main compression loop, we update the variables:

Hy=Hy+a (3.20)

Hy = H; +b mod 2% (3.21)
Hy = Hy + ¢ mod 232 (3.22)
Hs = H3+d mod 2 (3.23)
Hy= H;+e mod 2% (3.24)
Hs = Hs+ f mod 232 (3.25)
Hg = Hg+g mod 2% (3.26)
H; = H; +h mod 2% (3.27)
(3.28)

and proceed to perform the main compression loop on the next message block.
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After the last message block has been processed, the hash of the message is:
H=H| H|..| Hr (3:29)

We now proceed to describe the quantum circuit that implements the main compression loop
of the function SHA-256.

Compression protocol

Input: |W;), |K;) for 0 <i <63
Output: SHA256 [))

Steps:

1. Create 32 x 8 quantum registers and initialize the eight states |a), |b),...,|h)
2. For each message block B perform the main compression loop (Fig. sequentially:

W)

|K:)
) )
b) )
|c) |d)
@ (73] o
le) |f)
|f) |9)
l9) h)

|Workspace) + b Ch

iy L+wi+ K H s Hron

Figure 3.1: Quantum circuit schematic for one of the 64 rounds of the main compression loop.
The circuit makes use of a workspace register in order to implement the quantum analogs of the
functions Xy, %1, Ch and Maj, which are combined through additions mod 32 to compute the
intermediate values T7 and T5. In this circuit, the control dots shown do not represent CNOT or
Multi-CNOT gates; instead, they indicate that the corresponding qubits act as controls for the
composite operations targeting the workspace register.

3. The final state is: SHA256|¢) = |Ho) ® |H1) ® |Ha) ... ® |Hg) @ |Hr)

Classical operations like NOT(—), AND(A) and XOR(®) can be implemented through the use
of basic quantum gates like X, CNOT and Toffoli gates.

3.4.4. Target Comparison Protocol

This protocol is also part of the oracle gate of our algorithm. Its purpose is to deter-
mine which states meet the requirements of our solution by comparing them with the target
value, which is fixed and depends on the settings of the PoW network. If the computed digest
is less than or equal to the target, we apply a phase flip on the states that satisfy the PoW condition.
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Target Comparison Protocol

Input: Target value: target
Input: SHA256(SHA256(¢)))

Steps:

1. Create a 256-qubit quantum register and initialize the state |target)
2. Perform a comparison between SHA256(SHA256/¢))) and |target) and mark the sought
element(s) by making use of the oracle qubit |—)

The comparison can be done with a quantum binary comparator (Figf3.2) as developed in
[21] adapted for the case of two 256-qubit states.

|

|6)——

‘0> — P ‘01>
‘0> — j/£ Cs ‘02> Uc
‘0> c, L 7 rmmmmmmmmmmmee )

:Z; |a) ; txJe{x] ; |a)
pi - —-
10) —| ; |0) —= i “f:b>
H—— L ——
)

o) —

o) —

Figure 3.2: Quantum circuit that compares two 3-qubit states: |a) = |a1, a2, a3), |b) = |b1, b2, b3).
Each U, gate performs a reversible comparison a pair of bits outputting results onto two ancilla
qubits that encode whether a; < b;, a; > b;, a; = b;. The results are then propagated using Toffoli
gates C; to carry the comparison result from one significant bit position to the next. The final
state of the output qubits |O;) and |O2) allows to know if @ < b, a > b, a = b. Diagram from
source [21].
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Conclusions

We estimate that our algorithm prototype (Fig. [4.1)requires at least 5,000 logical qubits. The
main contribution to this quantity comes from the qubits involved in the quantum oracle, which
is dedicated to the compression protocol.

The target comparison protocol may need fewer qubits since we could reduce the 256 qubits to
a lesser number considering that a valid hash under the target starts with a fixed number of zeroes.

The workspace of the oracle however, needs sufficient logical qubits to be able to perform the
operations needed in the algorithm. These qubits are often called ancilla qubits and in order to
re utilize them it is necessary to uncompute the operations applied to them.

0"

Padding

+ Message schedule
|0)* + Compression H®2 2[0%2) (03| — Iaz [+ H®%

+ Target comparison

Figure 4.1: Quantum circuit for a Grover-based PoW algorithm. The workspace (first register)
is initialized to store classical input data and ancillae used in intermediate computations. The
second register represents the nonce, initialized in a uniform superposition using Hadamard gates.
The oracle consists of the padding, message schedule, compression rounds, and target comparison
protocols, all of which must be implemented reversibly. This oracle, along with the amplification
steps (Hadamard layers and reflection about the mean), must be repeated according to the optimal
number of Grover iterations. The oracle qubit is initialized in the |—) state and is used to mark
valid solutions via phase kickback.
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When trying to determine the complexity of a computational algorithm though, we often turn
to look at the average number of queries we need to do in order to solve it. As we mentioned
before, classically, the solution to the unstructured search problem requires in average N/M

queries, with M being the number of elements we look for.

There is a mathematical notation named Big O notation O(f(n)) that helps us describe the
behavior of an algorithm when the input tends to a certain value or infinity. Big O notation takes
into account the worst case scenario and this is helpful because it allows us to estimate an upper

bound for the running time of an algorithm.

For example, to describe a linear-time algorithm, we say that it is of order N and often write:

O(N).

nl2nn? n
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Figure 4.2: Number of operations N vs input size n.

Grover’s algorithm uses O(y/N/M) queries [II]. Also, it uses O(logaN) qubits; and only
O(v/NlogyN) gates —when there is one element to find [I6].

For our algorithm though, we do not know exactly what M is equal to. Luckily, for M < N/2
unknown, the algorithm complexity is still O(v/N) [12].

The number of qubits in our algorithm is currently not feasible and therefore cannot compete

with classical search algorithms. However our study shows that given a scalable device, there

exists an improvement over classical machines.

As of now, a hash function with an output of 256 bits is not threatened by quantum computing.
A quantum computer would need to have enough logical qubits, sufficiently long decoherence
times and sophisticated quantum error correction techniques.

Future work on this topic includes the gate optimization of the algorithm and an estimation
of the gate count. With this information, we will be able to determine the repercussions of the

algorithm in a PoW setting and approximate the quantum advantage.
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